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MEDICARE -
3! | COORDINATION
OF BENEFITS

Workers’ Compensation Medicare
Set-Aside Portal (WCMSAP)

Account Setup

Representative

Version 3.1, 3/31/2013

CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that
the version and date on this page match the version and date on the corresponding page of the PDF currently
available on http://www.cms.gov/Medicare/Medicare.html.

Slide notes
Welcome to the Workers’ Compensation Medicare Set-Aside Portal (WCMSAP) Account Setup course.
Note: This module is for the Account Manager of the representative account.

A representative account indicates that the submitter is registering as a non-corporate entity with no
Employer Identification Number (EIN), but will be submitting multiple WCMSA requests.

As a reminder, you may view the slide number you are on by clicking on the moving cursor.
Additionally, you can view the narration by clicking the [CC] button in the lower right hand corner of the
screen.
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Disclaimer

While all information in this document is believed to be correct
at the time of writing, this Computer Based Training (CBT) is for
educational purposes only and does not constitute official
Centers for Medicare & Medicaid Services (CMS) instructions for
the WCMSAP. All affected entities are responsible for following
the applicable CMS instructions found at the following link:
http://www.cms.gov/WorkersCompAgencyServices/.

Slide notes
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Course Overview

* Account Setup

= Establish Account =

= " ——
= Establish Login Identification
(ID)/Password —_—
* Next Steps
d

Slide notes

This course will demonstrate how to complete the Account Setup, including establishing an account and
a Login ldentification (ID) and password.

This course will also describe the next steps to follow once the Account Setup has been submitted.
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Getting Started

* Account Manager
= Responsible for completing Account Setup
o Once New Registration is complete

o Representative has received mailing from Coordination of
Benefits Contractor (COBC)

= Personal Identification Number (PIN)
= Account ID/Submitter ID

Slide notes

The Account Manager is responsible for completing the Account Setup once the New Registration step
is completed and the representative has received a mailing from

the Coordination of Benefits Contractor (COBC) containing the Personal Identification Number (PIN)
and Account ID/Submitter ID.

Upon receipt of the Account ID and PIN, you can provide the information to a designated Account
Manager, or assign yourself to this role.
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Slide notes

In order to perform the WCMSAP Account Setup, the Account Manager must go to the WCMSAP Web

site found at the following URL: https://www.cob.cms.hhs.gov/\WCMSA.
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CATS | \iorkers Compensation Medicare Set-Aside Web Portal @

=
PRI b AATCPZOAT B MITRCA FORTICES -

Login Warning A8
= Prin: this page
UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW
This woeh sibe i< mainkained by the U 8 Gowernment and i= proteched by Tedem Bw Use of s com puler system sathou auih oty n
exress of granted aulhodly, Such a5 access hreugh oz e ol anolhers Login (D andfon passeaarnd, mag be inosolation of fedesel D,

including the False Clams Ad, he Compater Fraud and Abuse Ad and other ielevanl proviziens of federal eivil and crimina! law. Vioktors
may be subjec o adminislzlive disdptinary achon and dvil and ciminal penalies incuding civil monckary penalics

Forsite s=curlfy purpeses we employ soffwzrs pragrams o monkor and idenitd unzorharized socess. unauthorzed stempes o uplaad or
change Informsfion Hempis to olhersise canse damage In the event of sutharized law enforcement Imvestigations, snd pursiesank T
any required kegal process, Informatian fom these 2ources may be used 19 help dzntiy an indrddeal 2nd may 0o used far 20minisratve
criminal or oiher advarze acton

Privacy Act Statament

Thé collaction ¢f this information s authorized by 42 U.5.C.13054BNE). The infarmation collacted will 28 used to identify and reécver past
mistaken Medizare primary oayments 2na o prevant Megicare from making mistakes in the futurs for those Madicare Secondary Paver
situabicns mat continue 12 exnst,

Anestation of Information
I have submittzd all relevant infarmation obtained andior have knowledge of regarding this claimant that was generated =t any Sme on or

ncicdent (LION] tor the 2lleged acodentilinesshnjund nodent at iIssue, 2nc has been ncuded as part of this submission of
oposed 2Mount lof iz WOMEA o the Centers for Medicare & Medicaid Barices

The informabion provided is complele, butnivl, acowsele, and meels all requiterments =al forth o wse this PrOCESS and, | have read =nd
understand all of the Centers for Medicars & Mediczid Serv ‘ormaticn al hi w s gowt erkersComp Agen cyfendcs s/

LOG OFF IMMEDHATELY If vou o not agres 10 ihe condilions stated intnis waming
| Accept

! 4 Privacy Act Bystem Of (aConds 8 B qroup of any records snout indiiduals ana unader the contral of 20y Federal aqency from which
imdorm afion is raireved by the name or otnes pereonal identfier of e individual

Frrvacy Folcy User Agregment

Slide notes

Each time you visit the WCMSAP Web site, the Login Warning page will display the Data Use
Agreement (DUA).

The DUA provides information about WCMSAP security measures including access, penalty and
privacy laws.

You must agree to the terms of this warning each time you access the WCMSAP application.

You must review the DUA and click the [I Accept] link at the bottom of the page to continue otherwise
you will be denied access to the WCMSAP site and will be unable to complete Account Setup.
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CA7s Workers' Compensation Medicare Set-Aside Web Portal

PRI b AATCPZOAT B MITRCA FORTICES

B3

Login Warnina

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM 1S PROHIBITED BY | AW

1 by Tederal Baw Lls
1 cmgien (T3 cumelfoor
i ather ickevant prov

Thiss weh sihe is mainkained by the U 8 Gowermment and is proteche
i has = Mroagh uz e ol aeolh
A, e Cormpuler Fraud and Abuse Ad

Forsite s=curlfy purpeses we employ soffwzrs pragrams o monkor and idenitd unzorharized socess. unauthorzed stempes o uplaad or
change Infarmzfian, or stempis fo othersse canse damage In the vent of suthorized law enforcement Investigations, and pursiant ;o
ulrea hegal 55, Informatian rom hese 2ources may he used 10 help ety an indrddual 2nd may be used far 20minisrative,
criminal or ciher ad action

Privacy Act Statament

Thé collaction ¢f this information s authorized by 42 U.5.C.13054BNE). The infarmation collacted will 28 used to identify and reécver past
Medicare primary o ayments 2nd fo prevant Medicare from making mistakes in tha future for those Medicare Secondary Paver
hat contnue 1 enst.

Anestation of Information

I have submitsd all relevant information obtained andior have knowledge of regarding tis caimant that was generated =tany Sme on or
ater the Date of in eged atadentilinesshnjundnodent at Issue, 2nd has been ncuded as part of this submession of
e proposed : A tothe Cenlers for Medicare & Medicaid Barices

! & Privacy Act Bystem Of [8CORIS IS & graup of any records Sbouindkiduals ana under the contal of any Federal aqency from which
irdorm ation is ratrieved by the name or otner pereonal identfiar of tne individual

Ay User Agregment

Frivacy

Slide notes
Once you have clicked the | Accept link, you will be brought to the Login (Welcome) page.
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CENTERS for WETNCART o MINOAST SIS

Skip Navigahor

About This Sk CHS Linke Aefarenca Materiak

Welcome to the WCMSAP

This site provides an interface for entry of VWorkers' Compensation Medicars
Set-Aside Arangements (VWCIMSA) nmpnsalz Attomeys. Medicars
bensficiaries, claimants, insurance camiers and WCISA vendors may use this
site to enter the case information directly. The site also provides attomeys
Medizare benefizizries, claimants. insurance carrers, and WCMSA vendors

Sign into your account

with the ability to track their submitted cases and thz statuses without ingquiry User Name
to the Coordination of Eerefils Contractor (COSC) or the Centers for Medicare l
& Wedicaid Serices (CMS) ForootiD

WCMSAP Messages

Fassword:
This space is reserved for system megsages from the Coordination of Benelits |
Contractor. Check this location for important information regarding system Faraot Password

outages, scheduled malntenance and special announcements.
GETTING STARTED Clear

For more information, refer to How To Get Stated under the How To menu option

STEF 1 STEF 2

TAccaunt ID 206 O required]

Slide notes
Once you have clicked the [I Accept] link, you will be brought to the Login (Welcome) page.
To begin the next step in the registration process, click Account Setup.
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CENTERS for REETRCARY & MFTNCRTR SEROCES

About This Site CMS Links How To... Reference Materials Contact Us

Account Setup Intro

You have selected a link that guides you through the process of establishing a new Account Manager ID for the Workers' Compensaticn
Set-Aside Web Portal (WCMSAP). Please have your Account [Dentification Number (EIN) and Personal |dentification Number (PIN)
available. The Account I and PIN are listed on the mailing that was sent to your submitter contact

If you are zlready asscciated with a Submitter on the WCMSA Web Pertal, vou will not be allowed to register for a different Submitter
An Account Manager is only allowed to be associated with one Submitter

During this process you will be

+ Establishing an account for the Submitter, and

» Establishing your personal Login ID ta the Werkers' Compensation Set-Aside Web Portal (WCMSAP)

B=fore proceeding it is important to understand the roles of the vanous WCMSAP users, and their respective responsibilities ta ensure the
Subritter accounts are managed correctly. The role of the Account Manager and is descrbed below

Slide notes

The Account Setup Intro page will display. This page describes the Account Setup process and the role
of the Account Manager.

As the Account Manager, you will establish and administer your WCMSAP account. Click Next to
continue.
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CENTERS Fow MEDICARE J RETTWCLD SIRVNES

CATS,  vorkers Compensation Set-Aside Web Portal @'

About This Site M5 Links Reference Materials Contact Uis

Account Setup

Please enter your Accounl Identification Number {Account ID) and Personal Identification Mumber (PIN

sent to the account contact alter completion of the New Registration step

address lo see f you are already associated to another account on the

ill not be allowed to be associatad to multiple accounts. New
users must qo through the process of cresting a Login ID and Pasaword

An asterisk (*) indicates a required field

Account |0 | |

Personal Identification Number {PIN): * I:I
Account Managers E-Mail Addrass: * | |

Re-enter E-Mail Addrass | |

Previous

Slide notes
The Account Setup page will display.
This page requires you to enter the Account ID and PIN for this representative account.

Your e-mail address is also required in order to verify that you are a registered user. Your e-mail
address must be entered twice.

Note: If the e-mail address you enter is found in the system, you will be prohibited from continuing the
account setup process.
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(¥ A Workers' Compensation Set-Aside Web Portal ( )

CENTERS Fow MEDICARE J RETTWCLD SIRVNES —

About This Site M5 Links Reference Materials Contact Uis

Account Setup

Please enter your Accounl Identification Number {Account ID) and Personal Identification Mumber (PIN)

sent to the account contact alter completion of the New Registration step

We also ask for your E-mail address lo see d you are already associated to another account on the

WCMSA Web Pontal. Existing users will not be allowed to be associatad to multiple accounts. New

users must qo through the process of cresting a Login ID and Pasaword

An asterisk (*) indicates a required field

Account D | 129406/ 840 |

Personal dentification Number [PIN): * | o000

Account Managers E-Mail Addrass: * ||s|“|th@ab:ass:c aes.com |

Re-enter E-Mail Address * |_t;'||i_h@jbl'.u55ut,iule:_wrr |

Previous |

Slide notes

When you have completed the Account Setup page, click Next to continue. The system will validate the
Account ID and PIN.

If the Account ID and/or PIN are invalid, the system will display an error message.
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CTHTIRS for MEDACARE 8 MDRCAD SERVITY —

About This Sie How Ta Reference Matenials Contact Us

Account Setup

Representative Information

Fust Mame: Janz
M A
Last Name: Smilh
Phong: #10- B37- A0S0
ext 9577
Representative Mailing Address:

Address Line 1: 200 Tes Avenir
Address Line 2: Sul: 2 B
City: Towson
State: Mardand

Zip Code: 21204-3276

Slide notes

After all information has been verified by the system, the Account Setup — Representative Information
page displays.

This page displays information entered during the initial registration process.

Review the listed information. If any of the information is incorrect, contact a COBC Electronic Data
Interchange (EDI) Representative to have it corrected.
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TR For MEDACARE & NTORCAD SRR TS

TS| \orkers Compensation Set-Aside Web Portal @5

About This Sike How To... Reference Waterials Contact Us

Account Manager Personal Information

Please click this button if information iz identical to that provided during initizl registration

| sameas suominer |

Help Shaut This Page

An asterizk (*) indicates a required field

First Name- " [ | mr[ ] vLast Mame *

E-mail Address: * [Jsm thiz abczssoziates com

Phone: * | k=l | |- ext | |

Mailing Address:

Address Line 1:* [

Address Ling 2° |

City * |

Zip Code * I

You must read the Liser Agreemeant pn
he terms of the User Agreer

mided in the seralling hox To a
ant in arder ta eontinus

it the agreement, click the checkbox You must aceept and

qistration process

Slide notes

The Account Manager Personal Information page will then display.

Enter the required personal information.

The information you enter here is required for subsequent communications.

If the Account Manager information is the same information that was entered for the Representative
during New Registration, click the Same as Submitter button to populate the fields.

Note: You can register as an Account Manager for an account if you are already a registered Medicare,
Medicaid, and SCHIP Extension Act 2007 (MMSEA) Mandatory Reporting user.
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[ Previous ]| Next |

Slide notes
When the Account Manager information has been entered, scroll down to view the User Agreement.

You must read and accept the terms of this agreement. Click the “I accept” check box and then click
Next to continue with the Account Setup.

You may print a copy of this for your records.
The system will validate that all required fields on this page have been entered.

If the Account Manager has entered incomplete or invalid information (i.e., the entered information does
not pass the WCMSAP edits), the system will display an error message.
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CHS Lirks Felererce Mawrias Cortact Us

Huly &byl This Pay

LiF | adgin B} AR0 PASAWORT CATRIL

& Paesword mugl be changed evary siety (B0) dsvs.
* Pasgword must consist of a0 least eight C

* Pasmened rst coodnin o least ore napeeease leltes cna awerecase Istler, ane amher, ase one sperisl chars e

= Paggword musl codain 3 mimmum of four (1) o i cwraciers from the prevous oassward.

* Pagwwurd cannol ke chenged muore (ha onc
* Maz=wnre st be diffzeent fiom the pradnns F A &
* Passwurd cannul conlain 3 eserwd word (See Halp About This Page for 3 complale list)

astereek (%) Indicates & rmquied fiald
P —
Pog-anlyt Payswoid ﬁ

Tl wave nul
the pass
ha
Secunity Question 4 * | Please Selact B
Anzwer ¢ i
Secunty Cusstion 27 | Please Select ot
Angwer 2°
[ Frevicus | [Nest

Slide notes

If you are a new user, the Account Manager Login Information page will display, requesting you to set
up a Login ID and Password using the following guidelines.

Note: If you have already registered to use the WCMSAP, this page will not display and you will not be
prompted to create a Login ID and Password.

Passwords must be changed every 60 days, must be 8 characters in length, and must contain at least
one upper case letter, one lower case letter, one number, and one special character.

Reserved words include: Password, welcome, hcfa, cms, system, medicare, medicaid, temp, letmein,
god, sex, money, quest, 1234, or f20asya, ravens, redskin, orioles, bullets, capitol, Maryland, terps,
doctor, 567890, 12345678, root, bossman, january, february, march, april, may, june, july, august,
september, october, november, december, ssa, firewall, citic, admin, unisys, pwd, security, 76543210,
43210, 098765, iraq, ois, tmg, internet, intranet, extranet, att, Lockheed

Login IDs must be 7 characters and must be in the format of AA999AA: first two alphabetic, next three
numeric, last two alphabetic.

Login ID and Password cannot be the same.

Page 15 of 23



Adobe Captivate

Sunday, March 31, 2013

Slide 16 - of 22

CA7TS

CINTTS A MCRARY F NOACAD ST

Workers' Compensation Set-Aside Web Portal

CHS Lirks FRe'srarce Maerias

QUICK HELr

hnae your |agin 17 and pazawens casefully

+ Pageword mugl be cha

* Pasoword must comist

= Pasmened sl eoodain
= Pasgword musl codai

* Paggwurd cannul be ¢

¢ Maz=wnr pns he i
+ Passeurd camnul conla

Rgeanilwn

nged evary siaty (B dsvs.
of a7 least eigh
st least e oy

3 rmimimum of four (1) cenged «
r:nged mure thar o
vt finrm the pr : B
in 2 eserwd word (See Halp About This Page for s complule listy

Login ID -
Password
Paswoid

Secuiity

ety

Frevicus [EI

nde Bnswsrs

Question 1 * | Please Selact 5
Anzwer 1 *
Cligdstinn # * | Please Select b

Angwer 2°

Slide notes

The security information requested on this page will allow the system to authenticate your identity each

time you log in to the WCMSAP.

Create your Login ID, and enter and re-enter a Password. Select 2 Security Questions and Answers

and click Next.

You will use your Login ID and Password to enter the WCMSAP site and manage the account, create

and view cases, and upload file attachments.

The Security Questions will allow you to access your Login ID and reset your Password in the event you

forget either one.

When you have completed the Account Manager Login Information page, click Next to continue.
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CPATIEF for MEDICLET £ MAPCAID JERNCEE

About This Site CME Links Reference Materialy Contact Uz

Account Manager Summary = Print this page

the information, click the Edt’ buttan iy

Cancel 1o cancel the setup process, all

this page for your records

adi Edil
Personal Information Edit Login 1D | |
First Name: Jone: WMEa Last Name: Smith Login ID: AATZ3bb
E-Ma| Address jsmith@abcasso stes.com

Fhona: £10- 032- 8350 axt 4R/ 1
Mailing Address:

Address Line 1: 200 Test Avenue
Address Ling 2 Hule ¥ 8

City: Towson

Statie Mardare

Zip Code: 21204- 3276

I Previgus | | Submit Account Setup ] [ Cancel ]

Slide notes

The Account Manager Summary page will display.

This page lists all of the information you entered during Account Setup.
All information should be reviewed and verified before continuing.

To make any corrections, or to change previously entered information, click the Edit button next to the
section that needs to be modified.

This will return you to the applicable page to make modifications.
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CHS Lirks FRe'srarce Maerias

Account Manager Login Information

Tt sacirt

At raquasiad on thes pags will allow the systam o ault

4 CUICK HELP
Thig will ensure only you are ded the =nd upd3

t Mana
o My 4B oyl This Pays

Chanae your | agin 17 and pazawene casefuly

+ Pageword mugl be changed evary sisty (B0) dsvs.
* Pasgword must consist of a0 least eight @) chacacters
® Pazmemed sl coodmin o lpast are napeecase lgites cne meeecase B aRg am

her, ol ane sperial charsenes
= Password musl codain 3 mimmum of four (1) chenged cwsraciers fem the previous oasaword.

* Paswwurd cannol be chenged mure (har oncw per day.

* Daz=wntd rst he diffarsnt fiom the previnogs B passwonds

# Passwurd cannul conlain 3 eserwd word (See Halp About This Page for 3 complale list)

An asteriek: (%) indleates & rquired fizld
Login ID * [ AA127bb
Pasgword * [asassans
Pa-gnlyl Payywyigd = [ 2F=teas

s @ luw yeu o ey
ide to these queatiens sh

il wecess i you Fagel

pur passwe d. Plesse nuly
I pass

Chocse Secunty Proade Bnswers §
Question ¢ ‘|\.’W|al. iy v e you buin? =l

Argwer " | Baltinrore
3:-;;:....--,- Clupstinn & "]u\l"at 15 your cets —ame? IR

Frevious. Ne:t|.

Slide notes
Change any of the information as needed.

Once you have finished editing the information, click Next to return to the Account Manager Summary
page.
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CA7s

CPATIEF for MEDICLET £ MAPCAID JERNCEE

: : . 17—\
Workers' Compensation Set-Aside Web Portal @

About This Site

Reference Materialy Contact Uz

Account Manager Summary

]
|—J Prinl thiz page

iz your personal and login Information.  you nzed ta change the information. click the Edt’ button I ye
ermation click the ‘Continue’ button to submit your information. Click ‘Cancel to cancel the setup process, all
this page for your records

satishied with
will be lost. Print

i Edil
Personal Information Edit Login 1D | di |

First Nams: Jane: MEA  Last Mame: Smith Login ID: AATZ3bb
E-Ma| Address jsmith@abcasso stes.com

Fhona: £10- 032- 8350 axt 4R/ 1
Mailing Address:

Address Line 1: 200 Test Avenue
Address Ling 2 Hule ¥ 8

City: Towson

Statie Mardare

Zip Code: 21204- 3276

I Previous || Submit Account Setup ][ l‘.‘ancei-]

Slide notes
If you need to return to the Account Manager Login Information page, click Previous.
If you need to cancel the account setup, click Cancel.

To submit your information, click Submit Account Setup.
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CEATERS e MECHCARE f ANFINCAI SERVCES

About This Site CMS Links Reference Materials Contact Us

Thank You

I=_ Print this page

You have successfully completed the Account Setup for the Workers' Compensation Medicare Set-Aside Web site and established yourself a5 the Account
Manager for the Account ID. Please print this page for your records

Next Steps

ou may return to the Workers' Compensation Medicare Set-Aside Web site VWelcome page, login using the Login ID and Password you just created to
access accounts associated ta your ID

Please note: when retuming your profile to the COBVA mailbox, pleasa wiite "WCMSAP Profile Report” in the subject line. This is so the EDI Reps
responsible for routing COBVA messages know lo who they should send profile reports.

You can visit the Workers’ Compensation Medicare Set Aside page | Warkers Compensation Set-Aside Welcome Fage

Slide notes

The system will display a Thank You page with instructions for your next steps after successful Account
Setup.

Click the Workers’ Compensation Medicare Set-Aside Welcome Page link to return to the Welcome
page.
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Next Steps

* Account Manager controls administration of WCMSAP account
* Once account setup is complete, e-mail notification will be sent to you
* E-mail will also include Profile Report
o Contact COBC if Profile Report not received within 10 business days

o Must review, sign, and return Profile Report to COBC within 60 business days

° You cannot submit, view, or create cases until the signed Profile Report is
received by the COBC

o If sending by e-mail, use “WCMSAP Profile Report” in subject line

o |f signed Profile Report is not received within timeframe, account will be
automatically deleted on the 60th business day

o If account is deleted, you must start the registration process from the beginning

o Once Profile Report is received by COBC, you may login to use your account

Slide notes

At this point, you will have successfully setup the account and registered yourself as the Account
Manager.

As the Account Manager, you control the administration of the WCMSAP account.
Upon completion of all information for the account setup, an e-mail notification will be sent to you.

The e-mail will also include a Profile Report, noting all information previously recorded during
registration and any additional information provided during the account setup.

Contact the COBC EDI Department if you do not receive a Profile Report after 10 business days.
The profile report must be reviewed for accuracy then signed and returned to the COBC.

You cannot submit, view, or create cases until the signed Profile Report is received by the COBC.
You will have 60 business days to review, sign, and return the Profile Report to the COBC.

When returning the signed Profile Report via email, use “WCMSAP Profile Report” in the subject line.
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If a signed Profile Report is not received within that timeframe, the account will be automatically deleted
on the 60th business day.

If the account is deleted, you must start the registration process from the beginning.

After the report has been received by the COBC, you can login to the account to maintain account and
case information, upload and replace documents, submit cases, and manage Designee access.
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MEDICARE -
3! | COORDINATION
OF BENEFITS

You have completed the WCSMAP Account Setup

~ course. The information in this course can be
referenced by using the document at the link below.
https://www.cob.cms.hhs.gov/WCMSA/help/userMan
ual/WCMSAUserManual.pdf

Slide notes
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